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	How to use this template (delete this box when you complete it)
Open one report per incident as soon as it is declared, and keep it current. Sections 1 to 4 are filled in during the response; sections 5 to 8 after containment.
Severity levels and response times are the wiki's illustrative defaults (AI Operating Defaults). Use the values your organization approved.
Notification deadlines come from the law or contract that applies, not from this template. Record each one in section 4 with its source and when its clock started.
Preserve evidence before changing anything: prompts, context, retrieved content, tool calls, model and prompt versions, index snapshots and agent memory.
Replace every [highlighted placeholder]. This is not legal advice.



1. Summary
	Field
	Entry

	Incident ID
	

	Title
	

	Declared by and when (date, time, time zone)
	

	Detected by (alert, user report, provider notice, audit, other)
	

	First known occurrence
	

	Severity at declaration (SEV 1 to 4) and current severity
	

	Incident type: prompt injection, data leakage, agent misuse, model or supply chain compromise, harmful or wrong output, bias or unfair outcome, cost abuse, availability, other
	

	AI systems, models, agents and tools involved (with versions)
	

	Incident lead
	

	Status: open / contained / recovered / closed
	



Source: AI Operating Defaults (AI Incident Severity and Response Times); AI-CTRL-035.
2. What happened
	Field
	Entry

	Description in plain language
	

	How the AI system behaved and why that was wrong
	

	Data, people, systems or money affected (with numbers)
	

	Whether a person, an agent or the model took the harmful action
	

	External parties involved (model provider, vendor, customer, attacker if known)
	



3. Timeline
	Date and time
	Event or action
	By whom
	Evidence reference

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	



Include: first occurrence, detection, declaration, each escalation, containment, each notification, recovery and closure.
4. Response
	Field
	Entry

	Containment actions (stop, disable a tool, revoke credentials, roll back a model or prompt, block a source)
	

	Who authorised containment and when
	

	Evidence preserved (list each artefact, its hash and where it is stored)
	

	Model provider or vendor contacted (route, time, response)
	

	Internal escalation (who was told and when)
	



	Notification
	Required by (law, contract, policy)
	Clock started
	Deadline
	Sent (date, by whom)
	Reference

	Regulator or data protection authority
	
	
	
	
	

	Affected individuals
	
	
	
	
	

	Customers
	
	
	
	
	

	Model provider or vendor
	
	
	
	
	

	Insurer
	
	
	
	
	

	Other
	
	
	
	
	



Source: AI Operating Defaults; Breach and Incident Notification Workflow (TC-L03-019); Notification Decision and Communications (TC-D12-016); the incident workflow template of the relevant regional section.
5. Root cause
Consider every factor category, not only the first one found.
	Factor
	Contributed? (Yes / No)
	Finding

	Model
	
	

	Data
	
	

	Prompt or context
	
	

	Tool or integration
	
	

	Identity and access
	
	

	Process
	
	

	Vendor or provider
	
	

	Human
	
	



Source: AI Root-Cause Analysis Method and Recurrence Tracking (TC-D12-020).
6. Impact
	Field
	Entry

	People affected and how
	

	Data affected (categories, volume, sensitivity)
	

	Financial impact (estimate and basis)
	

	Regulatory or contractual impact
	

	Reputational impact
	

	Risk register entries affected; was the risk rated correctly before the incident?
	



7. Actions
	Action
	Addresses factor
	Owner
	Due date
	Status
	Verified by

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	



Include changes to controls, detections, tests (add the attack to the regression suite), training and the risk register.
8. Closure
	Field
	Entry

	Post-incident review held (date, attendees)
	

	Lessons learned
	

	Closed by and date
	

	Reported to (AI Governance Committee, governing body)
	





Sources in the AI Security Wiki
AI Operating Defaults (incident severity and response times)
AI-CTRL-035 AI Incident Response and Forensics
D12 AI Incident Response and Forensics test cases
AI Security Incident Casebook
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AI Incident Report (this template) Copyright (c) 2026 Nachiket Sathaye. It is licensed under the Creative Commons Attribution-ShareAlike 4.0 International License (CC BY-SA 4.0).
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ShareAlike
If you remix, transform or build on this template and share the result, you must license your contributions under CC BY-SA 4.0, a later version of CC BY-SA, or a BY-SA Compatible License listed by Creative Commons at https://creativecommons.org/compatiblelicenses. You may not add terms, or apply technical measures such as DRM, that stop others from doing what the license allows.
Disclaimer
The template is offered as-is, without warranties of any kind, and the licensor is not liable for its use, as set out in Section 5 of the license. It is not legal, audit or professional advice. Its framework and regulatory references are the wiki's own and should be checked against each source.
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